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10 OpraHH3alMy U NPOBEICHHIO paboT CIIEYEHHIO 0€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX
TpH UX 00paboTke B HHYOPMAIIHOHHBIX CHCTEMAX MepPCOHATBHBIX
maHHelX 'BY3 TO «Pomiom No 2y

1. OBIIUE IMMOJIOXKEHUSI

1.1. Hacrosimee ITosokenne no opranusamuy u NpoBeicHu0 paboT no obdecrneveHuno
0e30MaCHOCTH MEPCOHATBHBIX JAHHBIX [PH HX 00paboTKe B HHPOPMALMOHHBIX CHUCTEMAaX
NepcoHanbHbIX NauubiX I'BY3 TO «Pomtom Ne2y (namee — Ionoxenue) paspaGotano B
CoOoTBEeTCTBUM ¢ DejiepallbHBIM 3aKoHOM 0T 27 mions 2006 . Ne 149-d3  «06 uHpOpMaLIHH,
HHOOPMALMOHHBIX  TEXHOJNOTMSAX M O 3amuTe  MHGOPMAIMNY, DeepaibHBIM  3aKOHOM
ot 27 mons 2006 . Ne 152-@3 «O nepcoHaNbHBIX JaHHBIXY, [OCTAHOBICHHEM [paBuTtenscrea
Poccuiickoit ®enepaiuu ot 15 centabps 2008 r. Ne 687 «O6 yrBepskacaun [lonoxkenus 06
0CcOOEHHOCTSX oﬁpaﬁcmm nepcoaanb}rw: JIAHHBIX, OCYIIECTBIAEMON ©0€3 HCHOIb30BAHUS
CpeACTB aB'mMam ienviem [lpaBurenscrBa  Poccuiickoit  ®enepanun
orl Hoxﬁpa 2012 r. Ne M TpeOOBaHMi K 3alHTe IEPCOHATBHBIX JaHHBIX
- CHCTEMax MepPCOHANBHBIX JaHHBIX», NPHKA30M
I0PTHOMY KOHTpPOIO oT 18 deBpans 2013 1.
AQHM3AIMOHHBIX M TEXHHYECKHX MEp IO
npu ux o0paboTke B MHGOPMALMOHHBIX

YCTaHOBJICHHE MOPA/IKAa OpraHu3aluy 1
albHBIX JMaHHBIX (ganee — [1/IH) B
ee — UCII/Ia) I'BY3 TO «Pomiom
ro sxusnernoro mukiaa UCIn.
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MNOJIOKEHUE
110 OPraHU3alMK U IPOBEIEHUIO pabOT M0 00ECTIEUEeHNI0 0€301aCHOCTH EPCOHATIBHBIX JAHHBIX

pu uX 00paboTke B HHOOPMAIMOHHBIX cUcTeMaX nepcoHanbHbIX JaHHBIX [ BY3 TO «Pogmom
No2y

1. OBIIUE NNOJIOKEHUSA

1.1. Hacrosimee I[lonoxeHue mo opraHuzaid ¥ IPOBEIEHUIO pabOT MO OO0ECHeYSHHIO
0€30MaCHOCTH TEPCOHANBHBIX JAaHHBIX MPU HUX 00paboTKe B HH(OPMAIIMOHHBIX CHUCTEMax
nepcoHanbHbIX NaHHBIX ['BY3 TO «Pommom Ne2y» (manee — Ilomoxkenue) paspaboTaHO B
cootBeTcTBUU ¢ DenepanbHbiM 3akoHOM OT 27 uronsg 2006 r. Ne 149-d3 «O6 undopmarmmy,
WHPOPMAIIMOHHBIX TEXHOJOTHAX HW O 3amure uHpopMmarmm», DeaepalbHBIM 3aKOHOM
ot 27 utonst 2006 r. Ne 152-03 «O mepcoHaIbHBIX JAaHHBIX», MOCTaHOBJIeHHEM [IpaBuTenbcTBa
Poccuiickoit ®@enepanuu ot 15 centsiops 2008 r. Ne 687 «O6 yrBepxknenun Ilonoxenus o0
OCOOEHHOCTSIX O00pa0OTKM TMEePCOHATBHBIX JAaHHBIX, OCYIIECTBISIEMON ©O€3 HCIOIb30BaHUs
CPEICTB aBTOMAaTu3aluu», MnoctaHoBieHueM [lpaBurensctBa Poccuiickoit ®Denepanuu
otT 1 HostOpst 2012 r. Ne 1119 «O06 yTBepx)aeHnr TpeOOBaHMA K 3aIIUTE MEPCOHATBHBIX TaHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHCTEMAax IEPCOHANbHBIX JAaHHBIX», MPUKA30M
denepanbHON CITYKOBI MO TEXHHMYECKOMY M JKCHOPTHOMY KOHTpouto oT 18 despans 2013 r.
Ne 21 «O6 ytBepxknenun CoctaBa M COJEp)KaHMSI OPraHU3aLMOHHBIX U TEXHUYECKUX MEp IO
obecreyeHn0 0e30MacHOCTH MEPCOHATBHBIX NAHHBIX MPH UX 00paboTke B HMHPOPMAIMOHHBIX
cHCTEeMax MePCOHAIBHBIX JAHHBIX».

1.2. Ilens pazpaboTku HacTosmiero [TomokeHus — yCcTaHOBIIEHUE TTOPSIIKA OPTaHU3AINN U
npoBeAieHus padoT Mo obecredeHno 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX (nanee — I1J[H) B
MH(OPMALIMOHHBIX cHCTeMax MepcoHanbHbIX naHHbIX (Hanee — WCIIn) TBY3 TO «Poanom
Ne2y (nmanee — bromkeTHOE yupexAeHHE) HA TPOTKEHUH Beero xu3HeHHoro uukna UCIH.

1.3. T'maBueii Bpau I'BY3 TO «Pommom Ne2y BromkeTHOro ydpexaeHUs HECeT
MEPCOHATPHYI0O  OTBETCTBEHHOCTh 3a  oOecreueHne  WHGOPMAIMOHHOW  O€30MacHOCTH
BbropkeTHOrO yupexacHusl.

2. TEPMUHBI U OITPEJAEJIEHUSA

2.1. B HacrosmeM [1onoxeHrN UCTIONB3YIOTCS CASAYIONTUE TEPMUHBI M KX ONIPEICIICHHUS:

NupopmannoHHas cCUCTEMA MEPCOHAIbHBIX JAHHBIX — COBOKYITHOCTH COACPIKAILUXCS B
0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U OOECMEUMBAIOIIMX MX 00pabOTKy MH(POPMAITMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB.

KoH(puaeHIuaIbHOCTh NMEPCOHAJIBHBIX JAAHHBIX — 00s3aTENbHOE IS COOIIOIEHUS
OIIepaTOPOM WJIM UHBIM IMOJYYHUBIINM JIOCTYII K IEPCOHAJLHBIM JIaHHBIM JIULIOM TpeOOBaHUE HE
JOMYyCKaTh MX pacrpocTpaHeHue 0e3 coriiacus CyObeKTa MepCOHANbHBIX JaHHBIX WM HAJTWYUS
WHOTO 3aKOHHOTO OCHOBAHUS, €CJIM MHOE HE MPEIYyCMOTPEHO (eaepantbHbIM 3aKOHOM.
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Me:kcereBoii 3KpaH — JOKajdbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAJIBHO-
pacrpeieIeHHOe porpaMMHoe (TporpaMMHO-aIapaTHOE) CPEACTBO (KOMILIEKC), pean3yroliee
KOHTPOJb 3a HHpOpManuen, mocTtynaroumeid B HHPOPMALMOHHYIO CHCTEMY IEpCOHATbHBIX
JTAHHBIX U (WJIU) BRIXOAIIEH U3 UHPOPMAIITMOHHOW CHCTEMBI.

HecaHKIIMOHMPOBAHHBIN I0CTYyNl (HECAHKUMOHMPOBAHHBbIE JAEMCTBHUSA) — JOCTYIl K
uH(bOpMaIMK WIH ACUCTBUS ¢ MH(POpMallUel, HapyIIalollrue MpaBuiia pa3rpaHUueHus J0CTyma ¢
WCIIOb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTaBISIEMbIX HMHPOPMAIIMOHHBIMH CHCTEMaMU
MIEPCOHAJIBHBIX JAHHBIX.

O0paboTKa NepcoOHANBHBIX TAHHBIX — JICHCTBUSA (OMEpali) C IePCOHATBHBIMU TAHHBIMH,
BKJItOUasi cOOp, 3amuch, CUCTEMATH3allMI0, HAKOIUJICHHWE, XpaHEHUEe, yTOuHeHHe (O0OHOBIICHHE,
W3MEHEHHE), H3BJICUYCHHE, HCIOJIb30BaHMUEe, TNiepenady (pacrpocTpaHeHHe, IpeaoCcTaBICHHE,
noctym), obe3nnuuBanue, 6JIOKUPOBaHUE, yAalleHUEe, YHUUYTOKEHUE TIEPCOHATBHBIX JIaHHBIX.

Omneparop — rocyIapCTBEHHBIM OpPraH, MYHHLIMNAJIbHBIM OPraH, HOPHIAYECKOE WIIN
bu3nyuecKoe JUI0, CAMOCTOSTEIIBHO UM COBMECTHO C JPYTHUMH JIMIIAMH OPTaHU3YIOIIIe U (MIIH)
OCYIIECTBIAIONINE 00pa0OTKy MEPCOHANBHBIX JAHHBIX, a TAKXKE OMPEACIIAIONINE eI 00padoTKH
MEPCOHANBHBIX JAHHBIX, COCTAaB MEPCOHAIBHBIX JAHHBIX, MOJJICKAIMUX 00paboTKe, MEHCTBHS
(omeparuu), coBepiaeMble ¢ EPCOHATBHBIMU TAHHBIMH.

Texnunueckue cpeacrBa HHPOPMANUOHHONW CHCTEMbl NEPCOHAJIBHBIX [JAHHBIX —
CPENICTBA BBIUMCIUTEILHON TEXHUKH, WH(POPMAIMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCHI U CETH,
CpEeIICTBA M CUCTEMHI nepenaun, npuema u odpadbotku [1/1H (cpencTBa U cUCTEMBI 3BYKO3aIHUCH,
3BYKOYCWJICHHS, 3BYKOBOCIPOU3BEICHUS, TIEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOMCTBA,
CpeACTBa U3TOTOBJIEHUS, TUPAXKUPOBAHUS JOKYMEHTOB M JIpyTHMe€ TEXHHYECKUE CpEeICTBa
00paboTKu peueBoi, rpaduueckoi, Buaeo- 1 0yKBeHHO-LIM(PPOBOI MHPOPMALIUN), TIPOrPAMMHBIE
cpencTtBa (OMEpaIMOHHBIE CHUCTEMBI, CUCTEMBbl YMpaBlIeHHs 0a3amMu JaHHBIX U T.I.), CPEICTBA
3aIUThl UH)OpPMAITIH).

IlepconajibHble AaHHBbIE — JII00as MHPOPMAIUS, OTHOCSIIASICS K MPSIMO WJIM KOCBEHHO
OTIpeIeIECHHOMY, WJIH ofpeensieMoMy pusndeckomy JuIly (CyOBEeKTy MepCOHAIBHBIX TAHHBIX).

IHoab30oBaTenb HMHPOPMALMOHHOM CHCTEMbI IEPCOHAJNBHBIX [JaHHBIX — JIUIO,
yJacTBytoiiee B (yHKIIMOHUPOBAHUU HHGOPMAITMOHHON CHCTEMBbI MEPCOHATBHBIX JAHHBIX WU
WCIIOJIb3YIOIIIEE PEe3yIbTaThl €€ (PYHKIIMOHUPOBAHMSL.

Pecypc wuHdopmManuoHHOW cHCTeMbl — HWMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO,
MIPUKJIATHOTO WJIM anmnapaTHOro obecrneueHus GyHKIIMOHUPOBaHUS HHHOPMAITMOHHON CUCTEMBI.

CpeacTBa BBIYMCINTEIBHON TEXHUKU — COBOKYIHOCTbh MPOTPAMMHBIX U TEXHUYECKUX
JJIEMEHTOB CHCTEM 00paOOTKHM JaHHBIX, CIIOCOOHBIX (YHKIIMOHUPOBATH CAMOCTOSITEILHO WJIU B
COCTaBE APYTUX CUCTEM.

Yrpo3bl 6€30MaCHOCTH MEPCOHATBbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHH U (haKTOPOB,
CO3JAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM 4YHCJIE CIy4alHOro, JOCTyINa K
MEPCOHANBHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE, H3MEHEHHE,
OJIOKMpOBaHKE, KOMUPOBAHME, PACIPOCTPAHEHUE TEPCOHANBHBIX MJaHHBIX, & TaKXKE WHBIX
HECAHKIIMOHUPOBAHHBIX JIEUCTBUH TIpu UX o00paboTke B HWHGOPMAIMOHHOW CHCTEME
MEPCOHAIbHBIX JAHHBIX.

YHUYTOKEHHE NEPCOHAIBHBIX JAHHBIX — JICHCTBUS, B PE3YyJIbTAaTE KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTAHOBUTH COJIEpKaHKE MEPCOHANBHBIX JaHHBIX B HH()OPMAIIMOHHOM CUCTEME
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MePCOHANBHBIX JAHHBIX U (WJIM) B pe3yJIbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepHATbHBIE HOCUTEIIN
MEPCOHAJIBHBIX JTAHHBIX.

YpoBeHb 3alIMIIEHHOCTH TMEPCOHAJBHBIX JAHHBIX — KOMIUICKCHBIA TOKa3aTelb,
XapaKTEepU3YIOMUM  TpeOOBaHUs, MCIOJHEHUE KOTOPHIX OOECIeUnBaET HEUTpaTU3aIUIO
OTpENIETICHHBIX YIrpo3 0€30MacHOCTH TMEpPCOHANBHBIX JAaHHBIX NpH HUX 00paboTke B
WH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX TaHHBIX.

YTeuka (3ammuraemoii) uHopmanuu no TeXHUYECKUM KaHaJIaM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHrne WH(OpMalUu OT HOCHUTENs 3alluiiaeMond WHpopManuu
gepe3 (UIHYECKYI0 Cpeay JO0 TEXHHUYECKOTO CpeJCTBa, OCYIIECTBISIONIETO TepexBaT
MH(}OPMALIHH.

HegocTHOCT, MHpOPMAIMM — CIIOCOOHOCTH CPEACTBA BBIUMCIUTEIBLHON TEXHUKH WU
WH(pOpPMAITMOHHON CHCTEMBI 00ECIIeYNBaTh HEM3MEHHOCTh HH(OPMAIIMK B YCIOBHUAX CIIy4allHOTO
U (M) TpeIHAMEPEHHOTO NCKaXCHHS (pa3pyIICHuUs ).

3. HOPAJOK OPTAHU3ALIMU U ITPOBEJAEHUSA PABOT 110 OBECIIEYEHUIO
BE3OIMACHOCTHU NEPCOHAJIBHBIX TAHHBIX

3.1. Tlox opranmsammeit obecneuenus 6e3omacHocty [1JH mpu ux o6padorke B UCIT/In
MOHUMAaeTcsi OPMUPOBAHKME U PeaNM3alisi COBOKYIMHOCTH COTJIACOBAHHBIX MO II€NIM, 3a/ladyaM,
MECTY W BPEMEHH OPTaHM3AlMOHHBIX W TEXHUYECKUX MEPOINPHUITHH, HANPAaBICHHBIX Ha
MUHUMU3AINIO yiiepba oT BO3MOXKHOW peanu3aiuu yrpo3 6e3onacHoctu [1JIH, peann3yeMbix B
paMKax co3/1aBaeMOW CUCTEMBI 3alllUThI TEPCOHANBHBIX TaHHBIX (manee — C3I1/1H).

3.2. C3II[In BkmroyaeT B ceOs OpraHu3allMOHHbIE W (WJIM) TEXHUYECKHE MEpBI,
oTpeJIeJICHHBIE C YUYEeTOM aKTyaJdbHBIX yrpo3 6e3omacHocTH I1/[H, ypoBHs 3ammumenHoct 111,
KOTOPBIH HEoOXommMo obecreunTh, ¥ WH(OPMAIMOHHBIX TEXHOJOTHH, HWCIOJIB3yeMbIX B
WHPOPMAIIMOHHBIX CHCTEMAX.

3.3. bezonacuocts [/l mpu ux ob6paborke B HCII/IH obecrieunBaer bromxeTHOE
YVUpEeXKJICHHE WM JUIO, ocymiecTBisitomee obOpaborky IIJIlH mo mopydenuio bromkeTHoro
YUPEKJCHHUS] HA OCHOBAHMHU 3aKJI0YAEMOT'0 C 3THM JIMIIOM JIOTOBOpa (Aajiee — YIOJIHOMOYEHHOE
muno). JoroBop Mexay bromkeTHbIM yupexJIeHHEM U YHOJIHOMOUYEHHBIM JIUIIOM JIOJIKEH
peIyCMaTpUBaTh 00SI3aHHOCTh YIIOJTHOMOYEHHOTO JIUIa obecrednTh Oe3omacHocTh [1J]H mpu nx
00paboTke B MHPOPMAIIMOHHON CHCTEME.

3.4. Bribop cpeacts 3amutbl uHpopmanuu s C3IIJH ocymecTBisieTcs bromkeTHbIM
YUPEKICHHEM B COOTBETCTBHH C HOPMATHBHBIMH MPABOBBIMU aKTaMH, PUHATEIME DeepanbHOi
ciyx60i Oe3omacHoctu Poccuiickoii @enepanuu (manee — ®CH Poccun) u DenepanbHoit
CIY>KOOM MO TEXHMYECKOMY U OKCIOpTHOMY KOHTpodto (manee — DCTOK Poccuu) Bo
ucnoiHenne denepanbHOro 3akoHa «O NepCOHATBHBIX TAHHBIX.

3.5. Crpykrypa, coctaB u ocHOBHbIe (pyHKIMU C3I1/{H onpenensroTcs, UCXOAs U3 YPOBHS
samuiennocty [1/{n mpu ux o6padotke B UCII/IH.

3.6. C3II/x co3maercs B Tpu dTara:

Oran 1. Ilpeanpoextaoe obcnenoBanue UCIIAn u pa3paboTka TEXHUYECKOTO 3a/laHUS Ha
coznanue C3I1/IH.

Oran 2. IIpoextupoBanme C3I1/IH, 3akymnka, ycTaHOBKa, HACTpOHKa HEOOXOAMMBIX
CPEJICTB 3alUThl HUH()OPMALIHH.
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Otan 3. Beoa UCIIIH ¢ C3I1/IH B 3KCITyaTaluIo.

3.7. Dtan 1. IlpoBenenne mpeanpoeKTHOTO OOCIeIOBaHUS W pa3paboTka TEXHUYECKOTO
3aganus Ha cozaanue C3I1/IH.

3.7.1. Ha3naueHwe OTBETCTBEHHOTO 3a opraHm3amnuio oopabotku [1[ln bromxeTHBIM
YUPEKICHUEM.

3.7.2. Co3naHue KOMHUCCUU IO OINpeAesieHHI0 ypoBHs 3amuineHHoctd [IJ{H npu ux
obpabotke B UCIIJIH BrompkeTHOro yupexaeHus.

3.7.3. Onpenenenue mneneit o6padotku [11H bromkeTHRIM yUIpeKIeHUEM.

3.7.4.  Omnpenenenne mnepeuns WCII[Ia bromkerHoro yupexaeHus u coctaBa I1/IH,
oOpabateiBaeMbix B UCIIJ[H.

3.7.5.  Ompenenenue nepednsi oopadaTeiBaeMbIX brokeTHBIM yupexaenuem [1]1H.

3.7.6.  Ompenenenue cpokoB 00padoTku u xpanenus [1/1H, ucxoas u3z TpeGoBaHuUs, YTO
[I/In HEe MOJKHBI XPAaHWUTHCS AOJBIINE, YeM 3TOro TpeOyroT uenu obpadoTku 3tux [IJIH, 1o
nocTHxkeHUI0 KoTophix [1/1H mojyuiekaT yHUUTOKEHHUIO.

3.7.7. Ompenenenue mnepeuns wucnonbdyembix B HWCIIJIH (mpemmaraeMbix K
ucnonbszoBanuio B UCII/IH) oO1iecucTeMHBIX U MIPUKIIATHBIX POTPAMMHBIX CPEJICTB.

3.7.8. Onpenenenne pexkumoB o06padotku [1[IH B MCII/IH B 1emoM U B OTAEIBHBIX
KOMITOHEHTAX.

3.7.9. Ha3naueHue OTBETCTBEHHOro 3a obOecreuenue OezomacHoctu I1/{n B UCIIdH
(manee — OTBETCTBEHHBIN) IJIsi Pa3pabOTKU U OCYIIECTBJICHUS TEXHUYECKUX MEPONPHUATUN MO
opranuszanuu 1 oodecnedenuro 0ezonacuoctu [1J{n nmpu nx odpadotke B UCII/IH.

3.7.10. Ha3HaueHHe OTBETCTBEHHOI'O 3a JKCILTyaTaIlMIO CPEJICTB KpHUITOTpaduueckoit
3amuTel  UHGOpMAIUU, oOecrneurnBaronero (yHKIMOHUPOBAHUE U OE30MaCHOCTh CPEACTB
Kpuntorpaduyeckon 3aimuTbl “HGOpPMAIH, MpeIHa3HAYCeHHBIX 1 00ecTrieueHus: 0€30MacHOCTH
[111. YTBepxkaeHue nepedns Jull, JOMyIEHHBIX K paboTe co cpencTBaMu Kpunrorpadhuueckoi
3amuTel UHGOpMAIUKU, TpelHa3HAadYeHHbIMU i obOecnieuenus Oe3omacHoctu [1JIn B UCIIdH
(moyib30BaTeNeH CPEACTB KPUIITOTPAPHUSCKOM 3aUThl HHPOPMAIIHH).

3.7.11. Ompenenenue rmepedHs NoMmemeHud, B KoTopbix pasmerniensl HCII[A u
MarepuanbHbie Hocutenn [1/1H.

3.7.12. Omnpenenenue koHpurypanuu u Tononorun VUCIIJIH B 11e10M ¥ UX OTIAEIBHBIX
KOMIIOHEHT, (pU3nuecKkux, (PYyHKIHUOHATBHBIX M TEXHOJOTUYECKUX CBSI3€H KaK BHYTPH ITHX
CUCTEM, TaK U C IPYTUMH CUCTEMaMU Pa3InYHOTO YPOBHS M HA3HAYCHUS.

3.7.13. OrmpeneneHne TEXHUYECKUX CPEACTB M cucTteM, ucnoibdyembix B WCII/IH,
BKJIFOYAsl YCJIOBHS UX PACIIOJIOKECHHUS.

3.7.14. ®opmupoBanue rexuuueckux nacrnoptos UCII/IH.

3.7.15. Pa3paboTka opraHm3allMOHHO-PACHOPSAUTENBHBIX AOKYMEHTOB (nanee — OPJI),
perIaMeHTUPYIOIINX Mporecc 00paboTku u 3amuThl [1J]H:

— [Monutuka B oTHOIMIEHUH 0OPAOOTKY MEPCOHAIBHBIX JIAHHBIX;

— MHCcTpyKiu (OTBETCTBEHHOTO 3a opranuzanuio obpabotku I1/IH, oTBeTcTBEHHOTrO 3a
obecnieuenne Oec3omacHoctu [IJIln B MCII[AH, mons3oBarenss MCII/IH, OTBETCTBEHHOro 3a
IKCIUTYaTAIHIO CPEACTB KPUNTOrpaUIeCcKOi 3alUThl HHPOPMAIHIH);
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— Paznen mOMKHOCTHBIX MHCTPYKLUMHA COTPYIHUKOB BIOMKETHOrO ydpexkJeHHUs B 4acTh
obecnieuenust 6e3zonacHocty [1/[H mpu ux oOpaOoTke, BKIIOYasl yCTaHOBJIEHHE NEPCOHAIBHOU
OTBETCTBEHHOCTH 3a HapyuieHus npaBuil oopadbotku [1/1H.

3.7.16. Ilomyuenme (mpu HeoOXomuMmocTH) corjacusi Ha oOpabotky [I/[H cyObekTOM
[1/1n, moanucanue oOs3aTeabCTBA O coOmoneHnu KoHpuaeHnuanbHoctu [1/lH corpyaHukamu
BromxeTHOTO yupexaeHusl.

3.7.17. VYtBepxnaenue ¢opm yBemomsenuit cyowektoB I[I[lH m dopm xypHanos,
HeoOXO0IMMBIX B LIeJIsiX obecnieuenus: 6ezonacHoctu [1/1H.

3.7.18. Omnpenenenne ypoBHsa 3amuiieHHoctd [IJIH npu mx obpadotke B MCII/IH B
COOTBETCTBUU ¢ TpeOoBaHusAMU mocTaHoBieHusa IlpaBurensctBa Poccuiickoit Penepanuu
ot 1 HosiOpst 2012 1. Ne 1119 «OO6 yTBepkIeHHH TpeOOBaHUMN K 3alUTe MEPCOHATBHBIX JaHHBIX
npu X 00paboTke B HMH(POPMAIMOHHBIX CHUCTEMaX IEPCOHANBHBIX NaHHBIX» (MOATOTOBKA U
YTBEPKICHUE aKTa OINpe/ielieHus ypoBHs 3ammiienHocty [11x npu ux oopadotke B UCII/IH).

3.7.19. Ormpenenenne Tuna yrpo3 OezomacHoctu  [IJ[H, akTyanbHBIX IS
WHPOPMAIIMOHHOW CHUCTEMBI, C YYETOM OIIGHKH BO3MOXXHOTO Bpela B COOTBETCTBHH C
HOPMATHBHBIMH TIPaBOBHIMH aKTaMH{, MPHHATBIMH BO wucnoinHeHne @demepampHOro 3akoHa
«O nepcoHanbHbIX AaHHBIX» OT 27 uronsg 2006 r. Ne 152. Omnpenenenue yrpo3 0e30MaCHOCTH
[Iln B KoHKpeTHBIX YycnoBusx ¢yHkuuonuposanus WCIIJIH (pa3paborka mopenei yrpos
6e3omacuoctu [1/{n mpu ux obpadotke B UCII/IH).

3.7.20. ®opmMupoBaHHe TeXHHUYECKOTo 3a1anus Ha pa3padorky C3II/IH mo pe3ynbTaTam
MPEANPOEKTHOrO 00CIE0BaHNUS HAa OCHOBE HOPMATHBHO-MeTOAWYecKHX JoKymMeHToB PCTOK
Poccun u ®Cb Poccum ¢ y4eToM YCTaHOBIEHHOIO YpoBHs 3amuiieHHoctd [IJIH mpu ux
obpabotke B UCII/IH.

Texaudeckoe 3ananue Ha pa3padotky C3II/IH 10KHO coaepKaTh:

— obocHoBanue pa3padborku C3I1/H;

— UCXOAHBIE JaHHble co3aaBaemMoil (momepHusupyemoii) HCIIIH B TexHHUECKOM,
MPOrpaMMHOM, HHOPMAIIMOHHOM M OPTaHU3AIIMOHHOM aCIeKTax;

— ypoBens 3amuieHnoctu [1/{x mpu ux o6padorke B UCII/IH;

— CCBUIKY HAa HOPMATHBHBIE JOKYMEHTBHI, C YY4ETOM KOTOPBIX OYyIeT pa3pabaThIBaThCs
C3I1/11, m mpuHumaTthes B skcruryaTtanuio MCIT/IH;

— KOHKpeTu3auuo Mmeponpustuii u tpedoBanuit k C3I1/1H;

— COCTaB U cojiepaHue padoT 1o 3tanam pazpadbotku u BHeapenust C3I1/1H;

— IIepeYeHb MPEINOoIaraéMbIX K MCHOJIb30BAaHUIO CEPTU(GUIMPOBAHHBIX CPEICTB 3AIIUTHI
UH(pOpMaLIIH.

3.8. Oran 2. Ilpoextupoanue C3II/[H, 3akymka, ycTaHOBKa, HAacTpOWKa M OMBITHAS
HKCIUTyaTalus HEOOXOAUMBIX CPEACTB 3AIIUTHI HH(OPMAIIH.

3.8.1. Cozpmanue C3II[n sBusercss HEOOXOAMMBIM  YCIOBHEM  OOECHEUYECHUS
6e3omacHoctu [1/lH, B TOM ciydae, eci CYLIECTBYIOIIUE OpPTaHU3AIMOHHBIC U TEXHHYECKHE
Mepbl o0ecrieueHUs] 0E30MacHOCTH HE COOTBETCTBYIOT TpeOOBaHHMSIM K 00€CHedeHUIo
6e3omacuoctu I1/[H 115 cooTBeTcTBYIOLIErO ypoBHS 3amuiieHHoctd [1/IH npu ux o6paboTke B
WCIIH n (mu) He HEUTpaNIU3yIoT Beex yrpo3 6e3onacnoctu [11u mis mannoi MCIT/IH.

3.8.2.  Texuuueckue Mepsl 3amuThl [1/IH npeanonararoT UCMONb30BaHUE MPOTPAMMHO-
anmnapaTHbIX cpeAcTB 3amuThl uHbopmanuu. [Ipu obpabotke [1/IH ¢ Mcmonb30BaHUEM CPENCTB
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aBTOMATHU3AI[MU MMPUMEHEHUE TEXHUYECKUX MEp 3alUThl SBJISETCS 00s3aTeNIbHBIM YCIOBUEM, a
UX KOJIMYECTBO U CTEMNEHBb 3aIlUTHI OMPEACISETCS B MPOLIECCEe MPEANPOCKTHOTO O0CIe0BAHUS
nH(OPMAIIMOHHBIX pecypcoB bromkerHoro yupexnaenus. I[IpuMeHeHHe TEXHHYECKHX Mep
JOJKHO OBITH PErNIaAMEHTUPOBAHO JIOKAJIbHBIM aKTOM BIOIKETHOTO YUpeKICHHUS.

3.8.3.  Cpenctra 3amuthl nHpopmanmu, npumensiembie B MCII/{H, B ycTaHOBICHHOM
MOPAJIKE MPOXOJST MPOIIEAYPY OLIEHKH COOTBETCTBUS, BKIIIOUas cepTUPHUKAINIO HA COOTBETCTBUE
TpeOOBaHUAM 110 0€30MMaCHOCTH HHPOPMALUH.

3.8.4. Ha craguu npoektupoBanus u cozganus C3IIJIn mns WUCIIAn brompxeTrHoro
YUPEXKJICHUS TPOBOJISATCS CIEAYIONIUE MEPOTIPHUSITHSL:

— pa3paboTtka Texuuuyeckoro npoekta C3I11H;

— npuoOpetrenue (mpu HeOOXOAUMOCTH), YCTAHOBKA M HACTPOMKA CEPUIMHO BBITYCKAEMbIX
TEXHUYECKHUX CPEICTB 00pabOTKH, epeaadn U XpaHeHus: nHGOpMaInH;

— pa3paboTKa MEPOIPUATUI 10 3aIUTe HHHOPMAIIUUA B COOTBETCTBUU C MPEIbABIICMBIMHU
TpeOOBaHUSIMH;

— MpUOOpPETeHHE, YCTAaHOBKA W  HACTpPOMKa CepTUMUIMPOBAHHBIX TEXHUYECKUX,
MPOrPAMMHBIX U MPOTPAMMHO-TEXHUYECKUX CPEJCTB 3alllUThl WH()OPMAIMK, B TOM YHCIIE (IIPU
HE0OXOJIMMOCTH) CPEICTB KpUNTOrpadhUueCcKoi 3auThl HH(GOPMAIINH;

— pean3anMsl  pa3pelIMTENIbHOM  chcTeMbl goctyna mnoJsb3oBarenen MCIIIH
obpabarteiBaemoii B UCII/In nndopmanuu;

— MOJATOTOBKA JKCIUTyaTallHOHHON MOKYMEHTAIIMM HAa HCIOJIb3yEMBbIE CPENICTBA 3alllUThI
uH(pOpMaLINH;

— KOPPEKTUPOBKA (IOTOJTHEHNE) OPTraHU3aIMOHHO-PACTIOPSIUTEILHON TOKyMEHTAIIMH B
YaCTH 3aIIUTH HHPOpPMAIUH.

3.9. Oran 3. Beog UCITn ¢ C3I1/IH B IpOMBINIJIEHHYIO SKCILUTYaTallHIo.

3.9.1. Ha cramuu BBona B UCII/Ixn (C3I1/IH) ocyimecTBIsOTCS:

— ONBITHAsl JKCIUTyaTallds CPEJCTB 3alllUuThl HMH(QOpMaMM B KOMIUIEKCE C JPYTUMH
TEXHUYECKUMH W TMPOTPAMMHBIMU CPEICTBAMH B IIEJNSX MPOBEPKH UX PaOOTOCTIOCOOHOCTH B
cocraBe UCII/IH (ipy HEOOXOAUMOCTH);

— MPUEMO-CIAATOYHbIE HCIBITAHUS CPEACTB 3alluThl HHQOpMAIMK 1O pe3yJibTaTam
OTIBITHOM AKCIUTyaTanuu (MIpu HEOOXOAMMOCTH);

— KOHTPOJIb BBIMIOJHEHUS TpeOOBaHUM (BO3MOXKHO MPOBEJCHNE JAHHOTO KOHTPOJIS B BUE
aTTecTaluu 1o TpedoBanusaM 6ezomacuoctu I1/1nH).

3.9.2.  KoHuTponp 3a BBINOJIHEHHWEM HACTOALIMX TpPeOOBaHWUN OpraHU3yeTrcs W
MpOBOAUTCS Bro/KeTHBIM yupexaeHueM (YIIOJTHOMOYECHHBIM JIUIIOM) CAMOCTOATEILHO U (UJTH) C
MPUBJICUEHUEM HA  JIOTOBOPHOW  OCHOBE  IOPUIUYECKUX JIUI] W  HWHIAUBHIYAIBHBIX
MpeAnpUHUMATENCH, UMEIONUX JUIEH3UI0 Ha OCYIIECTBICHUE NEATEITLHOCTH MO0 TEXHUYECKOUH
3amuTe KoH(puaeHnaapHOo nHpopManuu. YKa3aHHBIH KOHTPOJIb MPOBOAUTCS HE peke 1 pasa B
3 rona B cpokw, onpeensieMbie bropKeTHBIM yupekieHneM (YIOJTHOMOYECHHBIM JIUIIOM ).

4. MTPOBEJEHHUE PABOT IIO OBECIIEYEHHIO BE3OITACHOCTH
MNEPCOHAJIBHBIX JTAHHBIX
4.1. TlpoBeneHue BHYTPEHHUX MPOBEPOK pexuma o0paboTku u 3ammrtbl [1[lH B
BrokeTHOM yupekIeHUH NpeayCcMaTpUBaeT:
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— ONpEeJeIeHHE JIMI, OTBETCTBEHHBIX 3a OCYIIECTBJIEHHE BHYTPEHHErO0 KOHTPOJIS
coorBercTBUsi 00pabotku [I/ln B bromkerHom ydpexneHun TpeOOBaHHSIM, YCTaHOBICHHBIM
OenepanbHbIM 3aKOHOM «O MEPCOHATBHBIX JAHHBIX» W MPHUHITHIMA B COOTBETCTBUU C HHUM
HOPMATHBHBIMH NPABOBBIMHU aKTaAMH;

— YTBEpIKJIEHHUE MPABIII OCYIIECTBICHHS BHYTPEHHETO KOHTPOJISI COOTBETCTBHUSI 00pPaOOTKH
[111 TpeGoBanusM, ycTtaHOBIeHHbIM DefepanbHbIM 3aKOHOM «O MEpCOHANBHBIX JAHHBIX» U
NPUHATHIMHA B COOTBETCTBHH C HUIM HOPMAaTHUBHBIMHU IIPABOBBIMU aKTaMU;

— yTBEepXKJCHUE Ha TUIAHUPYEeMBIH Tiepuo (Toa) mpukazoM TiaBHoro Bpadya ['bBY3 TO
«Pogaom Ne2y maHa mpoBelieHHs BHYTPEHHUX MPOBEPOK pekuMa o0padoTku u 3amuThl [1/1H B
BropkeTHOM yupe K 1eHUH.

4.2. B uensix OCyIIECTBIEHUS MOHUTOPUHTA, MPEIYCMOTPEHHOI'O IOJIYHKTOM «B»
nyHkra 5 Ykaza Ilpesugenta Poccuiickoit ®@eneparmuu ot 1 wmas 2022r1.  Ne 250
«O TOMOJIHUTENBHBIX Mepax N0 obecriedeHHio MHGOpMaluoHHOW Oe3omacHocTH Poccuiickoit
Ddenepauu», TOJDKHOCTHBIM JIMIIAM OpraHoB (efepaabHOM CiIyKObl 6€30MacHOCTH pa3penraeTcs
OecrpenaTCTBEHHBIH JOCTYN (B TOM YHCIE YOAJCHHBIA) K TpPHUHAIICKAIUM bBIoKeTHOMY
YUPESKICHUIO MO0 MCIOIB3yeMBIM BIOKETHBIM yUpekIeHHeM HH(POPMAIMOHHBIM pecypcam,
JOCTYyH K KOTOPBIM OOecleunMBaeTcs TOCPEACTBOM HCIIONBb30BaHUS  HMH(DOPMAIIMOHHO-
TEJIEKOMMYHHKAIIMOHHOU ceTr «HTepHeT».

4.3. OtBeTcTBeHHBIH 3a oOecrieyeHHMEe HHPOPMAIMOHHONW OE30MACHOCTH OCYIIECTBISET
OpTraHHU3aIUI0 U KOHTPOJIb UCTIOTHEHHUS:

— yKa3aHWi, JaHHBIX OpraHaMu QeaepalbHON CIy)Obl 0€30MacHOCTH IO pe3ysbTaTaMm
MOHUTOPHUHT;

— OpPTaHM3ALMOHHBIX M TEXHHUYECKUX MEp, PEHICHHEe O HEOOXOAMMOCTH OCYIIECTBIICHUS
KoTOphix TmpuHATO DenmepanbHoil ciyk00it  OezomacHoctu Poccuiickoit  ®enepanuu  u
denepanbHON CIY>KOOM MO TEXHUYECKOMY W OKCIIOPTHOMY KOHTPOJI B Tpeaenax ux
KOMIIETCHIIMU M HAIIPaBJICHO B aipeC BIODKETHOTO yUpEeKICHHSI.

4.4. Tlpu HeoOXOIMMOCTH K TMPOBEACHUIO paboT mo obecrieueHuto OezomacHoctu [1J[H
MOTYT TMPHUBIIEKAThCA CHEIUAIN3UPOBAHHbIE oOpraHu3zanuu, umeronme nauneHsnro DCTIK
Poccun Ha ocymiecTBiIeHHE AEATENHHOCTH IO TEXHUYECKOW 3aluTe KOH(HUICHIMATHbHOU
uH(pOpMAIIHH.

45. B coorBerctBuu c IlocranoBnenuem IlpaButennbctBa Poccuiickoit ®enepanuun
ot 16 anpens 2012 r. Ne 313 «OO0 yrBepxkaeHuu [lomoxxeHUss 0 JTUIEH3UPOBAHUH JIEATCIbHOCTH
no pa3paboTKe, MPOU3BOJACTBY, PACIPOCTPAHEHUIO MIH(PPOBAIBHBIX (KPUITOTPapUUIECKUX )
CpeAcTB, WH(OPMAIMOHHBIX CHUCTEM W TEJICKOMMYHHUKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C
UCTIOJB30BAaHUEM IHU(GPOBAIBHBIX (KpUOTOrpaUyecKnX) CpPEeACTB, BBIMOJIHEHUIO padoT,
OKa3aHWIO ycIyr B oOnactu mmdpoBaHus HHGOPMAIUH, TEXHUYECKOMY OOCIYKHBAHUIO
(P POBATBLHBIX (kpuntorpaduyeckux) CPEACTB, MH(OPMAIIMOHHBIX CUCTEM u
TEJIEKOMMYHHMKAIIMOHHBIX ~ CHUCTEM, 3alIMIIECHHBIX C  HCIOJb30BaHHWEM  MHU(POBAIHHBIX
(xpuntorpaduueckux) CpeAcTB (3a HMCKIIOYEHHEM CIIydas, €Cld TEXHHYECKOe OOCITyKHBaHHE
(P POBATBLHBIX (kpuntorpaduyeckux) CPEACTB, MH(OPMAIIMOHHBIX CUCTEM u
TEJIEeKOMMYHHMKAIIMOHHBIX ~ CHUCTEM, 3allMIIECHHBIX C  HCIOJb30BaHHWEM  MHU(POBATIHHBIX
(xpuntorpaduueckux) CpeacTB, OCYLIECTBISETCS il oOecreueHusi COOCTBEHHBIX HYX[
IOPUAMYECKOr0 JUIAa WIM WHIUBUIYAJTbHOTO NPENNpUHUMATEN)», NpU HE0OXOIUMOCTH
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ucnoiab3oBanus npu cozganuu C3II[AH cpenctB kpunrorpapuyeckoi 3amuTbl UHGOpManuu K
npoBeAeHUI0O paboT mo obecneueHuto Oe3omacHoctd [IJ[H  BromkeTHOMy  yUpexIeHUIO
HEOOXOAMMO MIPUBJIEKATh CIEUUAIN3UPOBAHHbIE OpraHu3auuu, umeromue nuneHsun <DPCb
Poccun Ha ocymiecTBiieHne paboT MO PacCIpPOCTPAHEHUIO MU(PPOBATBHBIX (KPUNTOrpadUUECKHX)
CPEICTB, NpEIHAa3HAUYECHHBIX JUIS 3allUThl HMH(OpPMAIMK, HE COAEp)Kallell CcBeAeHMUS,
COCTABIISIOIME TOCYAApCTBEHHYIO TailHy, Ha OCYILECTBICHHE TEXHHYECKOIO OOCIy>KMBAaHUS
MU(PPOBATBHBIX (KpUOTOrpaPUUECKUX) CPEICTB, HA OCYILLECTBICHHE padOT MO OKa3aHUIO YCIYT B
obmactu  muppoBaHus UHPOpPMAIMM, HE  COJEpXKAllUX  CBEJIEHHUH, COCTaBISIOLINX
rOCyJJapCTBEHHYIO TaiiHY.

4.6. Tlpy HEOOXONUMOCTH K OCYIIECTBICHUIO MEPONPUATHNA IO OOHAPYKECHHUIO,
OPEeaYNPEeKICHUIO M JIMKBUJALUKM TIOCJIEACTBUM KOMIIBIOTEPHBIX aTaK M pPEarMpoBaHMIO Ha
KOMIIBIOTEpHBIE MHIIMJIEHTHl MOTYT TIPUBJEKAThCS CIEMUAIN3UPOBAHHbIE OpraHHU3alHH,
ABJIAIOIINECS AKKPEIUTOBAHHBIMU LIEHTPAMU TOCYAApCTBEHHOM CHUCTEMbl OOHapy»KEHUs,
OPEeayNPEeKICHUs] U JUKBUIAIMU MOCIEACTBUN KOMIBIOTEPHBIX aTak Ha HH(GOPMAIOHHBIE
pecypcnl Poccuiickoit denepannu (3a UCKIOYEHUEM CIydasi, MPEAyCMOTPEHHOIO MOJIITYHKTOM
«0» myHkta S5 VYkaza Ilpesunenta Poccwmiickoit ®emepammm ot 1 wmas 2022 1. Ne 250
«O IOMOTHUTENBHBIX Mepax Mo olecrneueHuto uHpopManoHHOW Oe3zomacHocTH Poccuiickoit
denepanun»).

5. PEHIEHHUE BOITPOCOB OBECIIEYHEHMUS BE3OITACHOCTU INEPCOHAJIBHBIX
JAHHBIX B IUHAMUWKE UBMEHEHUSA OBCTAHOBKHU U KOHTPOJIA
IPOOEKTUBHOCTHU 3AIIUTHI

5.1. Mopepuuzammst C3I1[dnx s pynkuwonupyromux  HCIIAa  BromkerHoro
YUPEKICHUS TOJKHA OCYIIECTBISATHCS B CIIyvae:

— u3MeHeHust cocrtaBa win cTpykrypsl MCII[IH winM TexHHUYecKHMX OcoOeHHOCTeH ee
MOCTPOCHHS (M3MEHEHHUsI COCTaBa WM CTPYKTYPBI MPOTPAMMHOTO OOECTeYeHHsI, TEXHUUYECKUX
cpenctB o0pabotku [1/1H, Tononoruu UCIIAH);

— U3MeHeHwus coctaBa yrpo3 6e3omacuoctu [1/n B UCIIH;

— U3MeHeHwusl ypoBHsl 3anuimennocTd [1J{n mpu ux o6padotke B UCIIH;

— MPOYMX CIyYasiX, MO PEIICHUIO BroKETHOTO yUpexKIeHusI.

5.2. B mensx ompeneneHus HeoOXxomuMocTu mopabotku (MoxepHusanmu) C3IIJIH He
peXxe OJIHOTO pasa B TOJl OTBETCTBEHHBIM 3a OpraHu3aiuio oopadbotku [1JIH gqomkHa TPOBOIUTHCS
npoBepka coctaBa u cTpyktypsl UCIIJIH, coctaBa yrpo3 6e3onacuoctu [1/In B UCII/IH u ypoBHS
samumieHHoctd [1/la mpu ux o6paborke B UCIIJIH, coOmrogeHusi yclOBUM HCMOJIB30BaHUS
CPEACTB 3allUThl HUHPOPMAIMH, TMPEAYCMOTPEHHBIX OJKCILTyaTallMOHHOM M TEXHUYECKOU
JOKyMeHTanuen. Pe3ynbrarbl mpoBepku OGOPMISIOTCS aKTOM TPOBEPKA M YTBEPXKIAIOTCS
PYKOBOAUTENEM BIOKETHOTO YUPEKICHHUS.

5.3. AHanu3 wHIUIACHTOB Oe3omacHocTH IIJIH ®W cocTaBieHHWE 3aKIIOYCHUN B
00s13aTeTbHOM TIOPSAKE JOHKHBI TPOBOAUTHCS B CIIydae BBISIBICHUS CIEAYIONUX (PaKTOB:

— HecoOmoIeHue ycaoBuil xpanenust Hocutenen [1/]H;

— UCTIONB30BAaHUE CPEACTB 3allUThl HMH(MOpPMAIMU, KOTOpPhIE MOTYT TMPUBECTH K
HapyUIEHUIO 3aJaHHOTO YPOBHS 0e30macHOCTH (KOH(PUACHIINATTEHOCTH/
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LEJIOCTHOCTB/1ocTynHOCTh) [1/IH mnu Apyrum HapyleHHUsM, NPUBOAALIMM K CHUKEHUIO YPOBHS
3amuiieHHoctu [1/1H;
— HapylleHue 3ajaHHoro ypoBHS Oe3zonmacHoctd [I/lH (KOHUAEHUINATBHOCTH/
LEJI0CTHOCTH/IOCTYITHOCTB).



